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Neither smart nor a
contract

Computer
programme designed
to implement an
agreement

What is a smart contract?
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Key Legal Challenges
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Key legal challenges

Privacy and
data

protection

Decentralised
ownership

IP rights
issues

Competition
law

Contract
law

Legal
challenges

Governance
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Jurisdiction and
governing law

Not all terms will be
contained in the

smart contract code

Implied terms

Dispute resolution

Is it
binding/enforceable?

Unwinding following
performance?

Key legal challenges

Is it a contract?

Contract law
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Key legal challenges
Contract law

Which law applies?

Is a smart contract the contract or just a part of the contract?

Is the smart contract enforceable?

• What elements are required to make computer code an
enforceable contract?

• What happens if there is a conflict between the parties'
intentions and the smart contract code?



Hogan Lovells | 9

Key legal challenges
Contract law

 Unlikely that a smart contract is the whole agreement

• Usually only a few clauses of an agreement require action by the
parties

• Typical agreement boilerplate cannot be coded as a smart contract

Written agreement vs. smart contract:

• Is the contract the written agreement alone?

• Is the contract the smart contract alone?

• Is the contract the written agreement plus the smart contract?

 Smart contracts need to be carefully designed

• Comply with all applicable laws and regulations

• Implement parties' intentions and be fully enforceable
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Key legal challenges
Governance

Traditional
model of value

transfer

Blockchain

Governance is determined by central
parties

Need to create clear governance rules
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Key legal challenges
Governance challenges

Blockchain

"The extent to which this new technology
realizes its potential will depend in

substantial part upon how well
stakeholders steward its development.

There remain important open governance
questions regarding both the functioning

of the technology and its current and
potential applications."

Richard Samans,
World Ecomomic Forum's Center
for the Global Agenda

How to address
major threats by

consensus?

Informal / Invisible
power dynamics

Incentives for mass
collaboration?

Scaling

Need for industry standards
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Key legal challenges
Governance: Token Voting

Traditional
model of value

transfer

Blockchain
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Participants in the
smart contract

transactions hold
an identical copy
of all transaction

blocks

Smart contract
may contain

competitively
sensitive

information, eg
prices

Facilitate collusion

Anti-competitive
agreements

controlled by
algorithms

Risk of antitrust
investigation

• "As competition enforcers,
I think we need to make it
very clear that companies
cannot escape
responsibility for collusion
by hiding behind a
computer program."

Margrethe Vestager
European Commissioner for

Competition

Key legal challenges - Competition
Information exchange
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Key legal challenges - Competition
Discriminatory access
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Regular
bitcoin
wallet –

Fixed fees

• Fixed fee

• Potential delays in
transactions

Wallet
automati-

cally setting
dynamic

fees

• Computerised fee;
fluctuation depending on
transaction size and
network congestion

• Optimises clearance cost
and speed

Bitcoin wallet
allowing the
user to set

the fee

• Fees increase of >1200%
since 2015

• The more satoshis a user
pays, the quicker will the
transaction be executed

Issues to consider

•Blockchain applications
more likely to attract
regulation: Financial
services, stock
exchanges, consumer
facing applications

•Trans-Atlantic divide
and requirement of a
global approach

•Pre-emptive regulation
vs. case-by-case
antitrust assessment

Key legal challenges - Competition
Paid prioritisation
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Privacy and data protection

Key legal challenges

Is it Personal
Data?

Public Key
Visible

Singling Out
Link to

Individuals

Anonymisation

"Irreversibly
prevents

identification"

Hashing /
Encryption

Linkability
Can be traced

back to
individual
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Key legal challenges
Re-identification risk
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Key legal challenges
Who is the data controller?

Traditional
model of value

transfer

Blockchain

More than one party
participating in a distributed

ledger network could be
responsible for compliance

with the relevant privacy
requirements

With permissioned ledgers,
the allocation of control will

be more clear

Careful consideration is needed as
fines for breach can cost up to 4%

of global annual turnover

Hogan Lovells
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Privacy and data protection

Key legal challenges

Data Protection
Issues

De-
centralisation

Who is the Data
Controller /
Processor?

Jurisdiction?

What is a
Transfer?

Immutability

Right to be
forgotten

Not an absolute
right

Data
minimisation

Right to access
Right to

amendment



Initial Coin Offerings
("ICOs")
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What are token sales

Token sales (or "ICOs")
A form of fundraising, whereby a company:

 Releases its own digital virtual currency (known as a "token")

 Investors purchase the token in exchange for real or virtual currency (e.g. bitcoin,
ether)

 Tokens may:
o Constitute a digital version of, or confer similar rights to transferable securities; or

o Serve a function in connection with the fundraising company's platform (known as a utility token).
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Token Sales / Initial Coin
Offerings (ICOs)

From: https://www.coinschedule.com/stats.php (visited 19.03.2018)

Total Raised: $3.88+ billion
(Number of ICOs: 210)
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From: https://www.coinschedule.com/stats.php (visited 19.03.2018)

Total Raised: $3.36+ billion
(Number of ICOs: 86)

Token Sales / Initial Coin
Offerings (ICOs)
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Key EU legal challenges
Is it regulated?

Traditional
model of value

transfer

Blockchain

Hogan Lovells

Is it a regulated
token?

Unregulated / Utility Token

Regulated Token

Payment Services or E-money

"Financial Instruments"

MiFIDII/MiFIR

Transferable Security
(Including shares)

Derivatives

Units in a collective investment
scheme

Alternative Investment Fund ('AIF')

AIFMD

The Benchmark Regulation

"Packaged retail investment"

PRIIPS Regulation

"Financial Instrument"

Market Abuse Regulation

No

Yes
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Key EU legal challenges
Impact of regulation

Hogan Lovells

Authorisation
Required

AML / KYCProspectus Cost of compliance

Possible Impacts (subject to exemptions)

Regulated Token

Financial
Promotion
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HL Engage
Blockchain toolkit

Engage
The online insight and analysis you need

Interactive Maps enable
users to:
• Identify legal

environment relating to
blockchain use cases
(Smart Contracts, ICOs,
Cryptocurrency) in over
50 jurisdictions

• Identify whether use
cases permitted, or
prohibited

• Run reports comparing
regulatory approach to
blockchain technology
and it's uses across the
world.

www.hlengage.com/blockchain
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HL Engage
Blockchain toolkit

Engage
The online insight and analysis you need

• Hogan Lovells insight
provided giving analysis
of legal position

• Case studies on a
country-by-country
basis show how
blockchain technology is
being adopted

• Quickly see whether new
blockchain law applies,
whether existing law is
being used or whether
the matter is still under
discussion.

www.hlengage.com/blockchain



Discussion
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